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Revisorer

Bolagets firma &r Aktiebolaget Upplands-Brohus.
Bolagets organisationsnummer &r 556094 — 8613.
Bolaget &r ett allmannyttigt bostadsforetag.

Bolaget har till foremal for sin verksamhet att inom
Upplands-Bro kommun kdpa, sélja och dga fastigheter for
att pa dessa uppfora, forvalta och upplata bostader,
affarslagenheter och andra kollektiva anordningar samt
att bedriva darmed forenlig verksamhet som ar
kommunalréttsligt godtagbar.

Bolagets syfte ar att — med iakttagande av
kommunallagens lokaliseringsprincip — tillgodose
behovet av bostader och god boendeservice for i forsta
hand invanarna i Upplands-Bro kommun.

Skulle bolaget likvideras skall dess behallna tillgangar
tillfalla Upplands-Bro kommun, att till den del de ej
motsvaras av kapital kommunen tillskjutit, utnyttjas till
framjande av bostadsforsorjning i kommunen.

Bolaget skall bereda fullméktige i Upplands-Bro
kommun mojlighet att ta stallning innan sadana beslut i
verksamheten som ar av principiell betydelse eller annars
av storre vikt fattas.

Aktiekapitalet skall utgdra Iagst 30 000 000 kronor och
hdgst 120 000 000 kronor. Antalet aktier skall vara lagst
300 000 eller hogst 1 200 000.

Styrelsen skall besta av lagst tre och hogst nio ledamater.
Ledamdter samt ordfdrande, vice ordférande och andra
vice ordférande for bolaget valjs av Kommunfullmaktige
i Upplands-Bro kommun.

Styrelsen véljs arligen mellan den 1 januari och 31
december.

Styrelsens skall ha sitt sate i Upplands-Bro kommun,
Stockholms lan.

For granskning av bolagets arsredovisning jamte
rékenskaperna samt styrelsens och verkstéllande
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direktdrens forvaltning utses foér samma mandatperiod
som galler for styrelsen en revisor med en suppleant.

89  Lekmannarevisorer FOor samma mandatperiod som galler for styrelsen skall
Kommunfullmaktige utse lagst en och hogst tre
lekmannarevisorer med suppleanter.

8§10 Kallelse Kallelse till bolagsstdmma skall ske genom brev med
posten till aktiedgarna tidigast fyra och senast tva veckor
fore stamman.

§11 Arenden pa Pa ordinarie stamma skall féljande arenden férekomma
ordinarie bolags- till behandling:
stamma
1. Val av ordférande vid stdmman
2. Upprattande och godkénnande av rostlangd
3. Valav en eller tva justeringsman
4. Provning om stdmman blivit behorigen
sammankallad
5. Godkannande av dagordning
6. Framlaggande av arsredovisning,

revisionsrapport samt lekmannarevisorernas
granskningsrapport
7. Beslutom
a) faststéllelse av resultat- och balansrakning
b) dispositioner betraffande bolagets vinst eller
forlust enligt den faststéllda balansrékningen
¢) ansvarsfrihet for styrelsen och den verk-
stéllande direktoren
8. Faststallande av arvoden at styrelsen, revisorn,
lekmannarevisorer samt suppleanter
9. Val av revisor och revisorssuppleanter
10. Anmalan om Kommunfullméktiges val av
ledamoter samt ordforande, vice ordférande och
andra vice ordférande i bolagets styrelse
11. Anmalan av Kommunfullmaktiges val av
lekmannarevisorer samt suppleanter fér dessa
12. Faststallande av &gardirektiv
13. Annat drende som ankommer pa bolagsstamman
enligt aktiebolagslagen eller bolagsordningen

§12 Rakenskapsar Kalenderar skall vara bolagets rakenskapsar.
8§13 Firmateckning Bolagets firma tecknas forutom av styrelsen av de

personer som styrelsen utser och regleras i
delegationsfoérteckning och vd-instruktion.
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8 14 Informationsréatt Kommunstyrelsen i Upplands-Bro kommun &ger ta del av
bolagets handlingar och rakenskaper samt i Ovrigt
informera sig om bolaget och dess verksamhet.

§15 Andring av Denna bolagsordning far ej andras utan godkénnande av
bolagsordning Kommunfullmaktige i Upplands-Bro kommun.

Denna bolagsordning har antagits pa en extra bolagsstamma den 6 april 2023.
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’;’( KOMMUN
Kommunfullmaktige Sammantradesdatum:
2022-12-14

§ 58  Modell for styrning och ledning av

kommunens bolag
Dnr KS22/0567

Beslut

Tillstyrka forslag om éndring av bolagsordningen ikommunens samtliga
heligda bolag om ligsta antal ordinarie ledaméter till tre.

Reservationer och sarskilda uttalanden

Sara Ridderstedt (MP) deltar inte i beslutet.

Khalouta Simba (V), Erik Karlsson (V), Khursid Chowdhury (V) och Jeanette
Bustos Cesped (V) reserverar sig till forman for eget forslag till beslut och
tillats lAimna en reservationsmotivering som dterfinns 1 slutet av paragrafen.

Sammanfattning

Vid kommunstyrelsens sammantridde den 19 oktober 2022 uppdrogs
Kommundirektor att ta fram en modell for styrning och ledning av kommunens
bolag. Denna tjansteskrivelse &r en del i pagaende uppdrag och behandlar
fragan om bolagsstyrelsernas storlek samt forslag om genomforandet av en
genomlysning av bolagens verksamhet. Forsta steget ér att foresla
kommunfullméktige att tillstyrka forslag om dndring av bolagsordningen i
samtliga av kommunens heldgda bolag sé att ligsta antal ordinarie ledamdter &r
tre. Steg tva &r att efter beslut 1 Kommunstyrelse mitiera nimnda genomlysning
enligt de punkter som tjinstedrendet foresldr. Detta ilinje med tidigare beslut.
Vidare beror drendet forslag om nymrdttande av en Fastighetsndmnd (Dnr KS
22/0660) da de bada drendena hanterar styrning och ledning av kommunens
bolag och dess verksamheter.

Beslutsunderlag

o Kommunledningskontorets tjénsteskrivelse den 22 november 2022
e Kommunstyrelsens beslut den 19 oktober 2022 § 131

e Revisionsrapport — Granskning av bolagsstyrning den 23 februari 2022
samt tillhorande revisionsskrivelse

Forslag till beslut

Kommunstyrelsen féreslar Kommunfullmaktige besluta

Tillstyrka forslag om éndring av bolagsordningen i kommunens samtliga
heldgda bolag om ligsta antal ordinarie ledaméter till tre.
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Forslag till beslut pa sammantradet
Erik Karlsson (V) yrkar for Vénsterpartiets rdkning avslag till liggande forslag.

Yttranden
Bo Nersing (SD) yttrar sig i drendet.

Beslutsgang

Ordforanden finner att det finns tva forslag till beslut, liggande fOrslag samt
Visterpartiets avslagsyrkande. Ordforanden stiller forslagen mot varandra och
finner att Kommunfullmiktige har beslutat enligt liggande fOrslag.

Reservationsmotivering

Erik Karlsson (V) limnar foljande reservationsmotivering:

“Vinsterpartiet grundar sin reservation till beslutet pa de negativa erfarenheter
som partier 1 Region Stockholm har upplevt 1de kommunalt dgda bolag dér de
har uppréttat minimistyrelser pa endast tre ordinarie ledamdter.

Samtidigt konstaterar Vénsterpartiet att Alliansen bla dberopat Region
Stockholms goda” erfarenheter av dessa sma styrelser som en anledning till

att inrdtta dessa? Om Regionen har haft sa pass goda erfarenheter, varfor har dé
den ridsla for att dessa styrelser inte passar in 1 den parlamentariska demokrati
som vi har i Sverige? Att folkets fortroendevalda bade pa regional och pa
kommunal niva skall kunna ha en full msyn ié&ven véra bolags verksamheter
har utmynnat i denna utredning!

Bade Moderater och Kristdemokrater har offentligt iradio och i press uttalat
sig 1 foraktfulla ordalag om att Vénsterpartiets framgangar i arets val i
Upplands-Bro. De 4 mandat i fullmdktige som vdljare i kommunen har gett
Vinsterpartiet skall ignoreras. Forutom att M och KD hér hanar néstan 1/10 av
de rostande 1 kommunen visar de ett fullt forakt for var grundlag,
Regeringsformen!

[ andra sammanhang har vara véljare krinkts genom att foretrddare for
Alliansen har uttryckt att Vansterpartiet bara vill braka, de ljuger, osv.

Omni 1 Alliansen tror att ni skall fi fortsitta att fatta era beshut 1 morka rum,
utanfor de parlamentariskt demokratiska ramarna, sa gor det. Vénsterpartiets
ideologi krdver av oss att vi kommer att fortsétta att kdmpa for demokratins
och den offentliga Oppenhetens bevarande! Detta trots att ni i Alliansen denna
gang har som méil att stinga oss demokrater ute fran en direkt insyn 1 véra
kommunala bolagsstyrelser!”

Beslutet skickas till:
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e Samtliga heligda kommunala bolag
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Bolagets firma &r Aktiebolaget Upplands-Brohus.
Bolagets organisationsnummer &r 556094 — 8613.
Bolaget &r ett allmannyttigt bostadsforetag.

Bolaget har till foremal for sin verksamhet att inom
Upplands-Bro kommun kdpa, sélja och dga fastigheter for
att pa dessa uppfora, forvalta och upplata bostader,
affarslagenheter och andra kollektiva anordningar samt
att bedriva darmed forenlig verksamhet som ar
kommunalréttsligt godtagbar.

Bolagets syfte ar att — med iakttagande av
kommunallagens lokaliseringsprincip — tillgodose
behovet av bostader och god boendeservice for i forsta
hand invanarna i Upplands-Bro kommun.

Skulle bolaget likvideras skall dess behallna tillgangar
tillfalla Upplands-Bro kommun, att till den del de ej
motsvaras av kapital kommunen tillskjutit, utnyttjas till
framjande av bostadsforsorjning i kommunen.

Bolaget skall bereda fullméktige i Upplands-Bro
kommun mojlighet att ta stallning innan sadana beslut i
verksamheten som ar av principiell betydelse eller annars
av storre vikt fattas.

Aktiekapitalet skall utgdra Iagst 30 000 000 kronor och
hdgst 120 000 000 kronor. Antalet aktier skall vara lagst
300 000 eller hogst 1 200 000.

Styrelsen skall besta av lagst tre och hdgst nio ledamaéter
samt minst tre och hégst nio suppleanter. Ledaméter och
suppleanter samt ordférande, vice ordférande och andra
vice ordférande for bolaget valjs av Kommunfullmaktige
i Upplands-Bro kommun.

Styrelsen véljs arligen mellan den 1 januari och 31
december.

Om en ledamot &r forhindrad att instélla sig till ett
sammantrade eller att vidare delta i ett sammantrade skall
en suppleant tjanstgora i ledamotens stélle.
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En ledamot som instéller sig under ett pagaende
sammantrade har ratt att tjanstgora &ven om en suppleant
trétt in i ledamotens stélle.

Suppleanterna skall tjanstgora enligt den av
bolagsstimman mellan dem faststéllda ordningen.

En suppleant som borjat tjanstgora har dock alltid
foretrade oberoende av turordningen. Om styrkebalansen
mellan partierna darigenom paverkas far en suppleant
som instéller sig under pagdende sammantrade trada in i
stéllet for en suppleant som kommer langre ner i
ordningen.

§7  Site Styrelsens skall ha sitt sate i Upplands-Bro kommun,
Stockholms l&n.

§8 Revisorer For granskning av bolagets arsredovisning jamte
rékenskaperna samt styrelsens och verkstéllande
direktorens forvaltning utses foér samma mandatperiod
som galler for styrelsen en revisor med en suppleant.

89 Lekmannarevisorer For samma mandatperiod som galler for styrelsen skall
Kommunfullmaktige utse lagst en och hogst tre
lekmannarevisorer med suppleanter.

810 Kallelse Kallelse till bolagsstdimma skall ske genom brev med
posten till aktiedgarna tidigast fyra och senast tva veckor
fore stamman.

§11 Arenden pa Pa ordinarie stamma skall féljande &renden forekomma
ordinarie bolags- till behandling:
stamma
1. Val av ordférande vid stdmman
2. Upprattande och godkénnande av rostlangd
3. Val av en eller tva justeringsméan
4. Provning om stdmman blivit behdrigen

sammankallad
Godk&nnande av dagordning
Framlaggande av arsredovisning,
revisionsrapport samt lekmannarevisorernas
granskningsrapport
7. Beslutom
a) faststdllelse av resultat- och balansrakning
b) dispositioner betraffande bolagets vinst eller
forlust enligt den faststéllda balansrékningen
c) ansvarsfrihet for styrelsen och den verk-
stéllande direktdren

o o
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8. Faststallande av arvoden &t styrelsen, revisorn,
lekmannarevisorer samt suppleanter

9. Val av revisor och revisorssuppleanter

10. Anmélan om Kommunfullméktiges val av
ledamdter och suppleanter samt ordférande, vice
ordférande och andra vice ordférande i bolagets
styrelse

11. Anmalan av Kommunfullmaktiges val av
lekmannarevisorer samt suppleanter fér dessa

12. Faststallande av &gardirektiv

13. Annat arende som ankommer pé bolagsstamman
enligt aktiebolagslagen eller bolagsordningen

§12 Rékenskapsar Kalenderar skall vara bolagets rakenskapsar.

813 Firmateckning Bolagets firma tecknas forutom av styrelsen av de
personer som styrelsen utser och regleras i
delegationsforteckning och vd-instruktion.

§ 14 Informationsratt Kommunstyrelsen i Upplands-Bro kommun dger ta del av
bolagets handlingar och réakenskaper samt i Ovrigt

informera sig om bolaget och dess verksamhet.

8§15 Andring av Denna bolagsordning far ej andras utan godkannande av
bolagsordning Kommunfullmaktige i Upplands-Bro kommun.

Denna bolagsordning har antagits pa en extra bolagsstamma den 8 februari 2023.
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Protokoll fort vid extra bolagstimma med aktiedgarna i AB Upplands-Brohus org.nr
556094 - 8613, den 8 februari 2023 i Kungsangen.

8 1 Val av ordférande och protokollforare
Till ordférande vid bolagsstimman utsdgs Hans Aberg och till justerare Jan Stefansson. Till
protokollforare utsags Ann Hermansson Alm.

8§ 2 Uppréttande och godkannande av rostlangd
Foljande forteckning 6ver narvarande aktiedgare upprattades:

Antal aktier Antal roster

Upplands-Bro Kommunforetag AB
genom av fullmaktige utsedda ombudet
Hans Aberg 350 000 350 000

Ovanstaende forteckning godkéndes som rostlangd. Det noterades att samtliga aktier och
roster var representerade vid stimman.

8 3 Prévning av om stamman blivit behdrigen sammankallad
Bolagsstdamman konstaterades vara i behérig ordning sammankallad.

§ 4 Ny bolagsordning

Bolagsstdamman beslutade att anta en ny bolagsordning enligt bilaga 1 och 2.

8 5 Bolagsstdmmans avslutande
Bolagsstdamman forklarades vara avslutad

Ordforande vid bolagsstdimman: Justerare:

Hans Aberg Jan Stefansson

Protokollforare:

Ann Hermansson Alm
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    "orgNr" : "5560948613",
    "orgName" : "Aktiebolaget Upplands-Brohus"
  }, {
    "showName" : "true",
    "email" : "susanne.dexenius@ubh.se",
    "showIP" : "true",
    "orgNr" : "5560948613",
    "orgName" : "Aktiebolaget Upplands-Brohus"
  } ]
}, {
  "signeeInfo" : {
    "personSurname" : "ÅBERG",
    "showPnr" : "true",
    "personIpAddress" : "217.213.135.156",
    "showName" : "true",
    "email" : "hans.aberg@upplands-bro.se",
    "showIP" : "true",
    "personCertNotAfter" : "2025-03-13T23:59:59+0100",
    "personNr" : "195505191253",
    "personCertNotBefore" : "2022-03-14T00:00:00+0100",
    "personGivenName" : "HANS",
    "personName" : "Hans Åberg",
    "ipAddress" : "217.213.135.156"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2023-02-08T09:38:57+0100",
    "signatureMethod" : "bankid",
    "transactionId" : "10448be6af795e683757b182b2c228bd",
    "signature" : ""
  },
  "time" : "2023-02-08T09:39:10.000+0100",
  "type" : "sign",
  "user" : {
    "personSurname" : "Åberg",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "hans.aberg@upplands-bro.se",
    "showIP" : "true",
    "personGivenName" : "Hans",
    "personName" : "Hans Åberg",
    "ipAddress" : "217.213.135.156"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "18182414"
}, {
  "id" : "18182415",
  "time" : "2023-02-08T09:39:10.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personSurname" : "Åberg",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "hans.aberg@upplands-bro.se",
    "showIP" : "true",
    "personGivenName" : "Hans",
    "personName" : "Hans Åberg",
    "ipAddress" : "217.213.135.156"
  },
  "type" : "signed",
  "sentTo" : [ {
    "showName" : "true",
    "email" : "lokaler@ubh.se",
    "showIP" : "true",
    "orgNr" : "5560948613",
    "orgName" : "Aktiebolaget Upplands-Brohus"
  }, {
    "showName" : "true",
    "email" : "susanne.dexenius@ubh.se",
    "showIP" : "true",
    "orgNr" : "5560948613",
    "orgName" : "Aktiebolaget Upplands-Brohus"
  } ]
}, {
  "signeeInfo" : {
    "personSurname" : "Stefansson",
    "showPnr" : "true",
    "personIpAddress" : "217.213.101.45",
    "showName" : "true",
    "email" : "jan.stefanson@upplands-bro.se",
    "showIP" : "true",
    "personCertNotAfter" : "2026-01-20T23:59:59+0100",
    "personNr" : "195310037550",
    "personCertNotBefore" : "2021-01-21T00:00:00+0100",
    "personGivenName" : "Tore Jan-Ove",
    "personName" : "Tore Jan-Ove Stefansson",
    "ipAddress" : "217.213.101.45"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2023-02-08T10:36:04+0100",
    "signatureMethod" : "bankid",
    "transactionId" : "d1a4dddccd126480c4c94854bdc1fbe6",
    "signature" : ""
  },
  "time" : "2023-02-08T10:36:13.932+0100",
  "type" : "sign_final_part",
  "user" : {
    "personSurname" : "Stefansson",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "jan.stefanson@upplands-bro.se",
    "showIP" : "true",
    "personNr" : "195310037550",
    "personGivenName" : "Tore Jan-Ove",
    "personName" : "Tore Jan-Ove Stefansson",
    "ipAddress" : "217.213.101.45"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "18182433"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

Egreement stores all agreements in a way enabling any signee to inspect an agreement at any time. If a
signee wishes to store the agreement offline, this is also possible by downloading the agreement. The
downloaded agreement is tamper proof, as all parts of the agreement, including main file, attachments
and all other artifacts, are tied to every individual signee. Since this downloaded agreement is more
than just a document, it is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging

All actions associated with the agreement are stored in the audit log.

Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation





Document name

Overview

Container Format

Signing

Validation

BankidValidation

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs
and image-type files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to vizualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created
* Agreement Viewed
* Agreement Signed
* Agreement Rejected

* Message Sent

The different log entry types are described in detail below.

Common Structures

All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name

time

id

eventClass

eventId

userInfo

UserInfo

Parameter value example

2016-03-21T10:03:28Z

540431 (or 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b)

agreement_created

010

See UserInfo

Description

Time when the entry was logged
as yyyy-MM-dd’T'HH:mm:ss'Z".

An ID of this particular event
(can either be a numeric long
value or version 1 UUID)

Name of the type, as listed
below.

Each type includes a set of IDs.
See respective log entry type
description for details.

Information about a user.

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo
Parameter name

ipAddress
email

personNr

Parameter value example

212.94.55.131

Jjohn@example.org

19550505-1234

Description
The IP address of the user.
The user’s email address.

The user’s Swedish personal
identity number.





Parameter name

personName

personGivenName
personSurname

personCertNotBefore

personCertNotAfter

orgNr

orgName

AgreementFileInfo

Parameter value example

John Smith

John
Smith
2016-03-23T08:06:28Z

2018-03-23T08:06:28Z

551234-1234

Acme AB

Description

The first and last name of the
user.

The first name of the user.
The last name of the user.

If the user is authenticated using
certificate based method, this is
the not before date of the
certificate, as yyyy-MM-dd'T
‘HH:mm:ss'Z".

Same as personCertNotBefore but
for the expiry date.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example

6572354654

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Description

The system generated ID of the
agreement file.

The user defined name of the
agreement.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.





Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.
* EventClass: agreement_created
* Eventld:
> 010: When a private user creates an agreement using the web application.
> 011: When a company user creates an agreement using the web application.

o 012: Agreement created using the API.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example Description

agreementName MyEmployeeAgreement User specified name of the
agreement.

agreementId 12345678901234 System generated ID of the
agreement.

agreementVersion 1.0 Version of the agreement

container format.

signees List of UserInfo A listing of the signees defined
as parties in the agreement.

agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.

How to Validate

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

010 orgNr and orgName must not be set

011 personNr, orgNr and orgName must be set
012 orghr and orgName must be set

Agreement Metadata

All metadata parameters must be validated according to table below.





Table 6. Agreement Created Metadata Verification

Parameter name How to validate
agreementName Must be present

agreementId Must be present
agreementVersion Must be 1.0

signees See Signees Validation
agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
> 020: When a user views an agreement using the web application.
> 021: When a user views an agreement using a mail link.
> 022: When a user views an agreement by downloading it using the web application.

> 023: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

e Eventld:

> 030: When a user signs the agreement, not being the last signee.

> 031: When a user signs the agreement as the last signee.

> 032: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeeInfo

signMetadata

Table 8. SignMetadata
Parameter name

signingMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
030

031

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 040: Agreement rejected by user.

> 041: Agreement auto-rejected due to validity timeout.

o 042: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

¢ Eventld:

> 050:
o 051:
o 052:
> 053:
o 054:
o 055:
o 056:
o 057:
> 058:

Message sent due to event IDs: 010-012

Message sent due to event ID: 030.

Message sent due to event ID: 031.

Message sent due to event ID: 040.

Message sent due to event ID: 041.

Message sent due to event ID: 060.

Message sent due to event ID: 061.

Message sent when agreement validity is about to expire.

Message sent as a reminder of agreement creation.

Table 10. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

10





[
"agreementId" : "160400034502",

"agreementName" : "Package patent",
"agreementVersion" : "1.0",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77a3e580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o d
"personNr" : "193333334444",
"personName" : "Bob B"

} 1L

"id" . 778333,

"time" : "2016-04-26T16:39:30.0007",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

}

"eventClass" : "agreement_created",

"eventId" : 10

boAo
"id" : 778334,

"time" : "2016-04-26T716:39:31.0007",
"eventId" : 50,

"eventClass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

bio

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

} ]

Ao
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"signingMethod" : "bankid",

"signeeInfo" : {

"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

"signingMetadata” : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:327",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

b

"id" : 778335,

"time" : "2016-04-26T16:39:43.0007",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

b

"eventClass" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 11. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3
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Document name Description

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID

* Signee name
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 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs

o Audit Events are allowed to have id as Long (number) or UUID
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Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP) using the
following servers:

* ntpl.sp.se

* ntp2.sp.se

* ntp3.sp.se

* ntp4.sp.se

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the





one who wrote it. Examples of electronic signatures are:

* Draw signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.
» SMS signature - A signature created by responding to an SMS with context specific content.

* Email signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.

* Email signature - A signature created by secret link based email service.

» Cryptographic signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Telia EID solutions, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool





Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES





Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
» Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.





Format

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)
* Telia EID (advanced electronic signature)

* Draw Signature

API Signature

SMS Signature
* Email signature with OneTimePassworde

* Email signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a





number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Givenname in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
» TBS Hash algorithm.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)
SignerInfo entry in signerInfos. The following signed attributes are included in the SignerInfo





signedAttrs:

Table 1. Signed Attributes

Attribute Name Attibute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* startDate - Date when signing was started.

 signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.





Signature format

The signature is represented as a PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The PNG image, base64 encoded.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)





How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.





Email signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-otp-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Emalil signature

Email signature is an electronic signature created by secret link based email service. The content of the
Email is a secret link that was shared with the Signee. When the signee click the link, it will take him to
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the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be email-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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2023-02-08 10:36 Avtalet signerat av Tore Jan-Ove Stefansson, 195310037550.
Avtalet dlutet, alla parter har signerat. 1P: 217.213.101.45

Verifikat utférdat av Egreement AB

Verifikation, version: 1.3

Detta verifikat bekraftar vilka parter som har slutit avtalet ovan och innehaller relevant information for att verifiera avtalsparternas
identitet samt relevanta handelser i anslutning till avtalssigneringen. Till dettaavtal finns separata datafiler bifogade, som innehaller
kompletterande information av teknisk karaktér och styrker dokumentens och signaturernas &kthet och validitet (for &tkomst till filerna,
anvénd en PDF-l4sare som kan visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sakerstélla dess
identitet. For mer information, se bifogad dokumentation.








